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The purpose of this policy is to outline the acceptable use of computer equipment at all
Hunt County facilities. The rules described in this policy are in place to protect Hunt
County. Inappropriate use exposes Hunt County to unnecessary risks, which include but
are not limited to virus attacks, compromised network systems and services, and legal
issues.

SCOPE

This policy applies to all employees, vendors, contractors, consultants, temporary
employees, and all other workers at Hunt County. This policy applies to all personnel
affiliated with third parties. This policy applies to all equipment owned or leased by Hunt
County.

BACKGROUND

The Information Technology Department’s intention for publishing this policy is not to
impose restrictions that are contrary to Hunt County’s established culture of trust and
integrity. The Hunt County Information Technology Department is committed to
protecting the county, its employees, and our partners from illegal or damaging actions by
individuals, either knowingly or unknowingly.

Effective security is a team effort involving the participation and support of every Hunt
County employee and affiliate who deals with information and/or information systems. It
is the responsibility of every computer user to know these guidelines and to conduct their
activities accordingly.

POLICY
General Policy

It is the responsibility of the individual employee to read, understand, and abide by this and
other policies regarding the usage of Hunt County Information Technology Systems.

While Hunt County Information Technology Department desires to provide a reasonable
level of privacy, users should be aware that the data they create on Hunt County systems
remains the property of Hunt County. Because of the need to manage and protect the
county’s systems and network, Information Technology cannot guarantee the
confidentiality of the information stored on any network device belonging to the county.

Additionally, all county data may be subject to open recordsirequ~=* =" "5 RERPE=
data that is stored on county systems. at_ ‘elock____
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4, Using someone else’s credentials to access CJI data,

netwo  , servers, drives, folders, or files to which

granted access or authorization.

Making unauthorized copies of county data.

6. Destroying, deleting, erasing, concealing county data, or otherwise making files or
data unavailable/inaccessible to the county or to other authorized users of county
systems.

7. Violating the laws and regulations of the United States or any other nation or any

state, city, province, or other local jurisdiction in any way.

Engaging in unlawful or malicious activities.

9. Deliberately propagating any virus, worm, Trojan horse, trap-door program code,
or other code/file designed to disrupt, disable, impair, or otherwise harm Hunt
County's network or computer systems.

10. Using abusive, profane, threatening, racist, sexist, or otherwise objectionable
language in either public or private messages.

11. Sending, receiving, or accessing pornographic materials.

12. Causing congestion, disruption, disablement, alteration, or impairment of Hunt
County networks or systems.

13. Failing to log off any computer or any other form of electronic data system to which
you are assigned, if you leave such computer or system unattended.

14. Defeating or attempting to defeat security restrictions on Hunt County systems and
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15 »n Hunt County systems without authorization from
the Intormation 1echnology Lepartment.

16. Removing any Hunt County computer system from county premises, unless
authorized by the Hunt County Information Technology Director an the proper
paperwork is completed, except for mobile systems that are issued to employees to
utilize outside the normal operating hours.

Internet Access

The internet is to be used to further Hunt County’s mission, to provide effective service of
the highest quality to the county's citizens and staff, and to support other direct job-related
purposes. Supervisors should work with employees to determine the appropriateness of
using the internet for professional activities and career development. The various modes of
internet access are county resources and are provided as business tools to employees who
may use them for research, professional development, and work-related communications.
Limited personal use of internet resources is a special exception to the general prohibition
against the personal use of computer equipment and software.

Hunt County systems are allowed to access the internet only through county approved and
secured internet accounts. Employees are strictly accountable for the content of their
internet usage history and messages. Individuals shall in no way attempt to circumvent
filters and other security measures restricting access to files, data, or networks.















Emnoloyees should not bring personal computers o~ 4~ «t~=  devices (such as

(. 4/DVDs, external hard drives, flash drive or other data storage media)
to the workplace or connect them to county electronic systems unless expressly permitted
to do so by management. Any employee bringing a personal computing device, data storage
device, or image-recording device onto county premises thereby gives permission to the
county to inspect the personal device at any time with personnel of the county's choosing,
and to analyze any files, other data, or data storage devices or media that may be within or
connectable to the personal device in question. Employees who do not wish such
inspections to be done on their personal computers, data storage devices, or imaging
devices should not bring such items into workplace.

Licenses

Hunt County does not condone the illegal duplication of software or other copyrighted
material.

Hunt County purchases and licenses the use of computer software from a variety of outside
companies. Hunt County does not own the copyright to this software or its related
documentation, and unless authorized by the software developer, does not have the right to
reproduce it for use on more than one computer. Regarding the use on local area networks
or on multiple machines, employees shall use software only in accordance with the license
agreement.

Hunt County software licenses shall not be used for personal use on non-county computer
equipment.

Software licenses purchased or received by employees for personal use are prohibited on
Hunt County equipment.

Hunt County Information Technology Department is authorized to conduct random
software license audits of its network and systems. Information Technology personnel shall
install and/or relocate all computer equipment and software unless the employee is
specifically authorized.

According to the U.S. Copyright Law, persons responsible for illegal reproduction of
software can be subject to civil damages up to $100,000 per work copied and criminal
penalties including fines and imprisonment. County employees who make, acquire, or use
unauthorized copies of software will be subject to the above law.

User Responsibilities

Computer users are responsible for the appropriate use of Hunt County computers and for
taking reasonable precautions to secure the information and equipment entrusted to them.



Employees are responsible for reporting inappropriate use of Hunt County computers and
breaches of computer security and assisting in resolving such matters.

Any employee who learns of a violation of this policy should notify the appropriate Hunt
County elected official, department head, or the Information Technology Department.

Again, it is the responsibility of the individual employee to read, understand, and abide by
this and other policies regarding the usage of Hunt County Information Technology
systems.
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